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Rack 3
10/100 SW (segment 4 ways)

test-ald-sw-1
Base IP address: 172.16.3.16

Firewall - public & private, 2p
test-ald-public-fw-1 INET

Base IP address: public IP space
test-ald-private-fw-1-public

Base IP address: 172.16.1.252

Cisco 2511 access server
test-ald-rack1-console-server

Base IP address: 172.16.3.241
WebServer-1

test-ald-public-www-1
Base IP address: 172.16.1.17 Back-end server 1

test-ald-private-gameplayd-1
Base IP address: 172.16.2.17Bill/Pay/Win DB, backup, logging server

test-ald-private-db-backup-1
Base IP address: 172.16.2.19 WORM

test-ald-private-worm-1
Base IP address: 172.16.2.22

HET firewall
test-ald-HET-fw-1-private

Base IP address: 172.16.2.252
RNG

test-ald-HET-RNG-1-
Base IP address: 172.16.3.17Bastion Host

test-ald-bh-HET-1
Base IP address: 172.16.3.17

Fallover test server/database performance tester
test-ald-fallover-public

test-ald-fallover-private
Base IP address: 172.16.1.25
Base IP address: 172.16.2.25

IP SEC BOX
test-ald-ipsec-INET

public IP space
Public Layer Log/ IDS -- Snort

(fold in DNS/DHCP for development)
test-ald-ids

bridging

Firewall - public & private, 2 process

Console server
Cisco 2511 Access Server

Web server - 1

Back-end server

Bill/Pay/Win DB, backup, logging
server

WORM

HET Firewall

RNG

Bastion Host

IP SEC Box

Public Layer Log/ IDS -- Snort

Fallover test server/
DB perform tester

Cisco 2511 access server
test-ald-rack1-console-server

Base IP address:
172.16.13.241

Back-end server
test-ald-private-gameplayd-1

Base IP address: 172.16.12.17
Biil/Pay/Win DB, backup, logging server

test-ald-private-db-backup-1
Base IP address: 172.16.12.19

WORM
test-ald-private-worm-1

Base IP address: 172.16.12.22 HET firewall
test-ald-HET-fw-1-private

Base IP address:
172.16.12.252RNG

test-ald-HET-RNG-1-
Base IP address: 172.16.13.17 Bastion Host

test-ald-bh-HET-1
Base IP address: 172.16.13.17

Fallover test server/database performance tester
test-ald-fallover-public

test-ald-fallover-private
Base IP address: 172.16.11.25
Base IP address: 172.16.12.25

IP SEC BOX
test-ald-ipsec-INET

public IP space Public Layer Log/ IDS -- Snort
(fold in DNS/DHCP for development)

test-ald-ids
bridging

Firewall - public & private, 2 process

Cisco 2511 Access Server

Web server - 1

Back-end server

ill/Pay/Win DB, backup, logging
server

WORM

HET Firewall

RNG

Bastion Host

IP SEC Box

Public Layer Log/ IDS -- Snort

Fallover test server/
DB perform tester

10/100 SW (segment 4 ways)
test-ald-sw-1

Base IP address:
172.16.13.16

Firewall - public & private, 2p
test-ald-public-fw-1 INET

Base IP address: public IP space
test-ald-private-fw-1-public

Base IP address: 172.16.11.252

WebServer-1
test-ald-public-www-1

Base IP address:
172.16.11.17


